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Chapter 1: Introduction to Calypso Device Controllers

This chapter introduces Calypso device controllers to dealers and system integrators and
includes product overview and technical support contact information. Detailed configuration and
usage information is provided in subsequent chapters and in the attached troubleshooting guide.
Note that this manual applies to all Calypso device controllers, including the Pro 1/0 and all ION
Series controllers. Though controllers such as the Pro 1/0O, ION-e, ION-LT and others differ in
terms of numbers of serial, IR, relay, input ports and even in size, they all share a common
architecture, configuration interface and usage characteristics.

1.1 DevICE CONTROLLER OVERVIEW

Calypso manufactures intelligent, network-attached device controllers designed specifically to
address the requirements of the professional audio-visual (Pro AV) industry. The Calypso
architecture is unique to the industry in that it is designed around an embedded “event
database” used to translate any incoming
trigger (e.g., IR, serial, input, or Ethernet) into
any sequence of outbound commands. The
“personality” of the event database is defined
for each project through an on-board web
interface, used to assign inputs (i.e., triggers)
and outputs (i.e., actions) to the database.
Other basic configuration tasks such as
network and COM port settings, and security
settings are also addressed through the web
interface.

Through the event database structure, Calypso controllers respond to any device capable of
sending IR, serial or Ethernet commands, or of opening/closing relays, including nearly all 3
party remote controls and button panels. This architecture greatly reduces the cost and
complexity of control solution development in that it removes the need to embed “control logic”
within custom software. The event database eliminates all “if-then-else” control logic code-
writing. Once the event database is configured - a task easily accomplished by a competent AV
technician with no programming skills - output actions are triggered by an appropriate incoming
serial, relay, IR or network command, or by simply calling appropriate “event numbers” from
software or through a standard hyperlink. No special control code-writing training is required.

In addition to functioning through its event database, Calypso controllers are capable of
operating in “command line mode” where control commands are routed through the device,
bypassing the event database entirely. This approach is most relevant when the controller is
used with custom or 3" party control interface software that requires direct access to control
ports and/or bi-directional communications. This software interface would then be routed
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through the device using the Calypso Network Access Protocol (CNAP). Thus bypassing the
event database. It is important to note CNAP and the event database can both be used
simultaneously. In addition, basic Calypso controller features include:

Ethernet connectivity

Built-in IR learner (only on controllers with IR outputs)

Event database with 130 user-defined “triggers” and 512 user-defined output “actions”
On-board web server with HTML user interface

c_Link control hyperlink with 4 level 128 bit encrypted network access security

4-level 128 bit network encryption security

User configurable space for custom web based control

Internal clock for scheduled or repeated events

1.2 CONTROL HYPERLINK: C_LINK

A hyperlink is a simple and common way for programs to communicate with one another. Most
often found in web usage, hyperlinks have become standard across most programs and
platforms, including Windows, Macintosh, Linux and many PDA variations. The Calypso
architecture supports a version of hyperlink-initiated control, called c_Link, which allows
standard hyperlink calls to be used to trigger control events. The only information required to
use c_Link is the network address of the controller (i.e., IP address), a Calypso control header,
and the number of the event within the event database that corresponds with the desired control
actions.

Hyperlink control example: http://192.168.1.101/button.cgi?Event=1

The c_Link architecture not only brings enormous simplicity to control interface development, it
provides the basis for integrating control functions into any hyperlink compatible platform or
software like Microsoft PowerPoint or Windows desktop icons. The goal, of course, is to place
simple, effective device control options into the hands of end-users in the most convenient and
useful manner.

1.3 CONFIGURATION INTERFACE

The controller configuration interface, used for system configuration and to set up and manage
the event database, is compatible with any standard browser on Windows, Macintosh and Linux
platforms. With standard Ethernet access, the web application is launched by simply entering
the IP address of the controller into the URL address window of the browser. The default IP
address on all controllers is 192.168.1.101. Once launched, the user navigates through an
intuitive web interface to complete system setup, learn IR signals, and test control commands.


http://192.168.1.101/button.cgi?Event=1

Chapter 2: Controller Setup

Calypso controllers are shipped from the factory with a default IP address of 192.168.1.101 and
an empty event database. The process of configuring the controller for any specific application
requires a network connection and use of the built-in browser-based application.

2.1 CONNECTING TO THE CONTROLLER FOR THE FIRST TIME

Controller setup and configuration requires a network connection between the user’'s computer
and the controller itself using the default network IP address on the controller of 192.168.1.101.
While there are a number of ways to configure any network, the approach that minimizes
potential network conflicts is to use an Ethernet “crossover” cable to connect the user's PC

directly to the controller. Steps include:

1. Connect one end of an Ethernet crossover cable to the Ethernet port on the PC

2. Connect the other end of the Ethernet crossover cable to the Ethernet port on the
controller

Change the PC’s default IP address, found within the computer’s TCP/IP protocol setup
screen, so that it matches the default network of the controller. In other words, the default
IP address of the user’s computer must be equal to 192.168.1.X where X is any 3-digit
number between 1 and 254, other than 101 (which is the default number used by the
controller). In most cases, the screen used to set the PC’s IP address looks as follows
and is found within the Windows Control Panel for Network Setup Properties:

3.

Internet Protocol (TCP/IP) Properties 2|
General
Wou can get [P settings assigned automatically if your netwark supparts
thiz capability. Othernwise, you need to ask your network. administrator for
the appropriate IP settings.
" Obtain an [P address autamaticaly
—% Lse the following IP address:
IP address: 192 168 . 1 110
Subnet mask: I 285 255 255 .0
Default gateway: I y ; -
€ Ohtain DME semver addiess automatically
—(* Lse the following DNS server addresses————————————————————
Preferred DS server: | . E :
Alternate DMS server: | 5 ; :
Advanced.. |
Ok I Cancel I




4. Launch an Internet browser and type the default controller IP address (192.168.1.101)
into the browser's URL address window. This will automatically launch the controller’s
configuration application.

5. After controller configuration is complete, it is important to return the IP settings of the
user's PC to its previous state. Make sure you record all settings prior to making any
changes.

6. Resetting the IP and Passwords: if the controller needs to have the IP address or the
password set back to the factory default use the following prodedure:

Power down the controller

Short the RX and TX of com 1

Power up the controller

Remove the RX and TX short before 4 seconds

The password and IP address will now be set back to factory default

2.2 SETUP AND CONFIGURATION

2.2.1 Logging In

The user must first log into the interface using the administration user name and default
password.

Administration user name:  admin
Default password: calypso

-

Enter Metwork Password

? This secure Web Site (&t 152.168.0.122) requires you to log on.

Please type the User Name and Password that you use for Calypso
PralO Device.

User Mame |~3d"ﬂil'l Ll

Pazsword |

[ Save this password in your password list

QK | Cancel




2.2.2 Interface Basics

Links to each administration page are visible at all times in the permanent, expanded menu
bar that appears on the left side of the screen. Once logged in, users navigate between
pages by using a cursor to select any of the available options at any time.

Menu bar page links are grouped into four topics, highlighted in blue on the menu, including
page links to Main, Configuration, Command Line and Event Database. Links within each
topic are orange and the “current” selected page is highlighted in red. By default, the
interface launches in its “Main / Product View” mode, showing front and back images of the

controller.
Configuration Device Name
Navigation
‘A Device Name Setting/Device Information - Microsoft Internet Explorer
¢ File Edit Wiew Favortes  Tools  Help .*I'
eBack - J \ﬂ @ ;j /:__\J Search ‘i:(Favorites @ [‘_::v :_\_; -] E| ﬁ @ ﬁ
: address |@ http: 192, 168.0,121 f4/cFafpinfa. xtm "| ®

Calypso Control Systems| Pro 1/0

Pro I/0 Test System

Pro I/0 Device Name

Pro 140 Test System

System MAC Address

System Firmware Information

Figure 2.1 - Default Configuration Screen - Main / Product View



2.2.3 “Main” Administration Pages

Product View - see Figure 2.1

Product Name/Info - provides an opportunity to assign a logical “device name” to the
controller with a 63 character maximum. This can be useful when using 3" party network
tools to manage large numbers of devices distributed across local- or wide-area networks.
This screen displays the MAC address (fixed) of the controller should it be needed for
network administration, as well as the unit’s current firmware version. “Allow firmware to be
updated over the network” is a maintenance option that should not be selected unless the
user or integrator is instructed to do so by Calypso technical support. In addition this page
also allows the device to run in a diagnostics mode. Enabling diagnostics places the device
in it’s diagnostic mode and shuts down the event database. Please contact the factory before
running in this mode.

User ID/Password - allows an administrator to change user passwords and to select an
appropriate security level.

NONE: Allows any IP address to send control commands to the controller. In addition, this
mode allows any and all pages to be accessed by any IP address.

ADMIN: Allows any IP address to send control commands, but users must have the “admin”
password to access the administration and configuration pages.

ADMIN + USER: Same as ADMIN with the added security of requiring the “admin” or “user”
password to access the controller’s internal custom web pages.

FULL: FULL is the maximum security setting for the Calypso controllers. In addition to the
“ADMIN + USER” security restrictions, using this setting will block all unauthorized users
from activating network-based control commands. Access to these commands is now
accomplished through the use of security “tokens”, which are added to the commands in an
appropriate manner. These tokens are linked to the IP address or the MAC address of the
PC host that is sending the control command. Only the host with the matching IP or MAC
address can initiate network-based commands using a particular security token.

Security Token Generation Process: When FULL is selected, the controllers "User
ID/Password" page will display additional items, including a "Client IP" text field and a "Show
Token Info" button. Clicking on this new button will generate token information for the IP
entered in the text field, or if the field is left blank, for the IP of the PC making the request.
(Note that if an IP address is entered, that host must be accessible online for the information
to be generated.) This information will be displayed in a new window, similar to the picture
shown below.



€7 http://1192.168.0.122 - Token Info - Mi... [ | [

Chent TP address: 192.168.0.53

mecurtty Tolken: TWEPI61T1EESSWCAED

Chent BMAC address: Q0:0E:35:8B:53:14

mecunty Tolen: GREIZQYATOSATGITY
a”&j Done 8 Internet

The first line represents the IP address of the PC that requested the security tokens. If the
security token is to be linked to the IP address then you would use the token directly beneath
the IP address line. If the security token were to be linked to the MAC address then you
would use the token directly beneath the MAC address line.

How To Use A Security Token:

1. Control Hyperlinks (c_Link): This includes PowerPoint and any other hyperlink-based
control requests.

PowerPoint: The format is the same as that seen in section 1.2, with the addition of a
"Token" parameter as show here:

2. Remote Port (CNAP) requests:

Enclose the standard CNAP command inside a security wrapper: #SEC1{<token>,
<command>}

For example,
#SEC1{33P9RRX6U70VDK64, #EVT20[];}
or #SEC1{33P9RRX6U70VDK®64, #gpol['close",D64];}

NOTE: SEC1 is case sensitive.


http://192.168.0.130/button.cgi?Event=20&Token=33P9RRX6U70VDK64

2.2.4 “Configuration” Administration Pages

Custom Files - this tab allows for loading and management of custom web pages that can be
served to any web browser by the on-board controller web server. Note that these HTML
and graphic files are completely separate and distinct from the web application used for
controller setup and configuration. In most cases, this web interface is used to provide end-
users with a custom, browser-based control interface served directly from the controller. The
controller provides approximately 512k Bytes of memory for custom HTML and graphic file
loading. This is covered in more depth under section 2.3.

Ethernet - allows the user to define basic network variables, including:

IP Address Defined by network administrator
Subnet Mask Defined by network administrator
Router IP Address Optional; defined by network administrator if needed
Primary/Secondary Defined by network administrator
NameServer IP Address
Web Server Port Fixed.
Remote Management Port Port used by external software to send commands to the
controller. Used for command-line (CNAP) functions only.
Remote Port Timeout Set the duration in minutes before the controller “releases’
the remote communication port after a period of inactive
controller communication.



2 Network Setup & Configuration - Microsoft Internet Explorer

: File Edit Wiew Favorites Tools  Help
eBack - J @ @ \_h pSearch ‘i‘\?Favorites @ D/::{' Dﬁ i _J E| ﬁ @ ﬁ

: Address |@ http:ff192.1658.0. 121/ Afcfgfethernet. xtm

Calypso Control Systems Pr

Pro 170 Test System

Device network configuration

192.168.0.121
255.255.255.0
192.168.1.1

Goaoes v

System MAC Address

Figure 2.2 Ethernet configuration screen

Serial Port Settings - allows users to define standard COM port settings, including baud rate,
stop bits and parity. Note that both RS232 and RS422 choices are available for the Pro 1/0
and ION-e products, whereas all other controllers are RS-232 only. Also, controllers with 2
or more serial ports offer multi-port modes such as pass-thru and replication, which can be

enabled and disabled.




Miscellaneous - provides various functions, including:

GPI de-bounce. For controllers with input functions this setting defines the amount of
time, in milliseconds, for a contact switch to remain closed before it registers as a valid
input trigger.

IR Mode - Some controllers with IR functionality have IR inputs on both the front and
back panels. The IR Mode pull down menu allows for selection of the appropriate
input(s) routing.

Events Per Page - the user/integrator can select how many events are displayed on
the event viewer page.

Set Time - set the day of the week and time for timer function reference. Time is
entered using the 24-hour clock method.

2.2.5 “Command Line”: Enter Command, including IR Learn.

This page is used for command line control and IR learning. For a complete list of available
Event Database commands, see Chapter 3: Command Examples and Special Features.

Test Commands - The command line window provides a convenient tool for
assembling and testing relay, input, serial, IR, and network commands as available on
each controller model. Using the pull down menu, users may select any available
command, which automatically places an example into the “Send” window, with
proper syntax. Variables such as COM port number, serial strings, relay port number,
etc. are then modified by the user and are executed when the “Send CMD” button is
pressed. Users have the option of copying and pasting appropriate commands from
the “Send Command” window into the Event Database for use as either input triggers
or output commands steered through appropriate serial, relay, IR, and network ports.






